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DLP Enabler Bundle

Overview

Our DLP Enabler Bundle is a collection of the most commonly used applications for implementing a
messaging data-loss prevention solution, including automatic policy enforcement. It's a great way to
establish the DLP capabilities you need to protect your organization’s intellectual property and enforce
compliance with business policies and regulatory mandates. And if you're thinking about expanding DLP
capabilities in the future, it's a great way to familiarize yourself with Sendmail's offerings.

Audience
Businesses that must comply with SOX, GLBA, HIPAA, or other regulatory mandates regarding data-loss
prevention, as well as any business that wants to prevent leakage of proprietary information.

Key Features and Functionality Overview

Data-loss prevention (DLP) has become a major concern for compliance, security, and messaging depart-
ments. It's not just a matter of complying with privacy, disclosure, and audit requirements in heavily regulated
industries such as healthcare and finance. Even unregulated companies need to protect private information
against unwanted disclosure to competitors, potential litigants,and even criminals.

Email has become the major vector for data leakage, and in most cases it's not even intentional. An employee
planning to work over the weekend mails proprietary source code to a home email address,and you have

a problem. An HR officer mistakenly sends an employee file to the wrong distribution list,and you have a
problem.

The DLP Enabler Bundle provides the tools you need to prevent those problems from happening in the first
place.You get all of the following applications and services:

+ Voltage Encryption. This identity-based solution for inline encryption of email and attachments allows
users to read encrypted messages by simply supplying a password, with no need to exchange keys.

* Protected Content. Sophisticated document fingerprinting techniques automatically identify and block
sensitive content before it leaves your enterprise.

* Incident Reporting and Remediation. Violations of your security policies trigger events in this application,
which provides the reporting and quarantine features you need to efficiently manage your company’s
DLP requirements.

* RPost Registered Email. With this service, you can attach legally valid electronic registered receipts to
outbound emails, and also secure legally binding contracts via electronic signature.

* Tailored Policy Sets.We customize the policy sets on your Sentrion appliance to automatically enforce your
email security requirements.

* Installation Services. Our Professional Services team provides 80 hours of installation services at no
extra charge.

The DLP Enabler Bundle includes all these features for up to 1,000 users, with support included.
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